
Q: What Cyber threats are we already seeing around COVID-19? 

A: Since early February, we have been seeing e-mail and web-based malware using COVID-19 as 
the subject matter to entice interested individuals into clicking on links or otherwise engaging 
with the content shown.  Active campaigns have been detected by multiple security groups that 
have confirmed delivery to various organizations of incredibly disruptive viruses. In addition, 
Presidio is observing the ‘usual’ additional attacks that come from major news stories, including 
fake charity sites, “pharming” for personably identifiable information, and impersonation of 
involved parties.  

Q: What can I do to protect against COVID-19 topic-related malware delivered by e-mail? 

A: A combination of people, process, and technology is the most effective way to control and 
limit the exposure to your organization. First, update your ongoing user education to ensure 
awareness of the existence of these types of campaigns and the possibility of attacks that 
appear to be corporate announcements around the virus. Second, e-mail gateways may protect 
corporate e-mail addresses. These gateways should have advanced capabilities around malware 
filtering and URL re-writing to be most effective. Additionally, advanced fraud detection is a 
desirable feature to address any uptick in business e-mail compromise (BEC) attacks. Third, 
strong endpoint security with both protection and detection capabilities is highly recommended 
by Presidio.   

Q: What can I do to protect against COVID-19 related-malware delivered on web sites? 

A: As with e-mail, this is a three-pronged solution. User education remains of paramount 
importance but cannot be counted on to completely eliminate the threat from well-crafted and 
carefully disguised attacks. Presidio recommends advising users to use only trusted sites rather 
than simply clicking on links or using search engines; however, this is neither a panacea nor 
universally applicable. 

Presidio also recommends implementing technical controls including DNS-based filtering of 
sites on corporate assets (via a cloud DNS service to ensure operation while remote), and 
advanced URL filtering and protection with malware detection and blocking. Finally, as a last 
line of defense, strong endpoint security will provide the best risk mitigation.   

Q: What must I scale to address secure remote working? 

A:  Presidio recommends strong authentication (which includes multi-factor authentication) be 
implemented and appropriately scaled to support the demands of business use cases.   
For users connecting to resources located at a corporate site, it’s important to ensure VPN 
termination points are sized properly to manage the effective encryption and decryption of 



 
data to all connections simultaneously. It’s also important to consider licensing implications of 
both hardware and software, when supporting a higher than average number of remote users. 
 
 
Q: What routine operations are critical to continue during this situation? 
 
A: Interruption to regular security functions could have the potential to create security 
exposures. Basic cybersecurity hygiene is especially critical as users may lose some of the 
inherent protections of operating from corporate locations. Monitoring is another key control 
as users are operating in non-traditional locations and potentially using untrusted endpoints.  
 
Q: Can personal devices be used to securely access corporate data? 
 
A: The level of access and criticality of the data to be accessed will determine the best solution. 
Virtual desktop solutions will break the Layer 3 connection but may present scalability and 
operational challenges. These solutions should be used for access to critical data or by high-
privilege users. For access to less critical data, a combination of strong authentication, 
advanced filtering, and User and Endpoint Behavior Analytics (UEBA) may provide sufficient 
security.  
 
Q: What additional risks might be present with increasing the remote workforce? 
 
A: Typically, users operating from home will have less secure endpoints.  As traffic will not be 
passing corporate controls, security (both enforcement and visibility) will fall back on endpoint 
and cloud services. A Secure Access Service Edge (SASE) solution for corporate owned devices 
can mitigate these types of exposures. Additionally, users operating from less secure 
environments are usually surrounded by a plethora of IoT devices with extremely weak 
security. These devices represent an increased security concern and present new potential 
attack vectors. Remote workers also perform more personal activities in unmonitored locations 
while on corporate endpoints. This increases the likelihood and potential severity of security 
events. Corporate assets will require a cloud-focused endpoint security update methodology so 
corporate connectivity is not required to maintain security. When workers are not using 
corporate assets, additional access controls should be in place based on the sensitivity of the 
data accessed. It may not be possible or desirable to push corporate endpoint security to these 
assets, so compensating controls such as limiting access to systems, the use of virtual desktops, 
and the implementation of UEBA should be considered. 
 
Q: What security actions should I take now due to the cyber threats related to COVID-19? 
 
A: There are a number of critical concerns and activities that should be executed. The first 
category includes those that should be done immediately. Train your staff and helpdesk on the 
extended threats, while evaluating the use cases and associated users that will require remote 
access. At the same time, strengthen your malware and phishing defenses and determine how 



you can scale your remote access as required. Should the situation continue, the following 
steps should be considered; continue with expanded training on both security threats and new 
processes.  As staffing challenges are a likely concern, Presidio recommends you consider 
managed security services and outsourcing. Lastly, you should implement your scaled remote 
access and untrusted device control solutions. 

Ensure that your routine processes continue as cyber hygiene will remain critical. Resist the 
urge to use insecure solutions for remote access (like RDP, or direct L3 access to critical data 
from personal devices) due to ease of implementation. Finally, and most importantly, ensure 
that all fundamental controls (like MFA) are scaled to match the new demand. 

Q: Can Presidio assist our organization with the complexities and concerns described in this 
FAQ? 

A: Absolutely.  Presidio has several offerings that are well suited to assist clients in dealing with 
the cyber security implications regarding the COVID-19 situation.  This includes products and 
services that form complete security solutions for a holistic approach to requirements.  

• Remote Access Emergency Preparedness Assessment
o Evaluate existing remote access capabilities and develop an effective plan to

scale and support them.
• Vulnerability Assessment

o Determine potential exposures in your network that could be exploited causing
additional business disruption during this critical time.

• On-premise remote access scaling Services
o Assist in rapidly deploying on-premise remote access technologies, either

physical or virtual.
• E-Mail Security Services

o Deploy and configure advanced e-mail protection solutions to help mitigate the
risks of BEC, e-mail fraud, phishing, and malware.

• Endpoint security Solutions
o Enhance the security and visibility over corporate endpoints with the right

endpoint solution for your business.
• User Awareness Training

o Provide user training services that focus attention on correct behaviors related
to corporate risk.

• Cloud Remote access Solutions/SASE
o Build structured cloud access solutions that will allow rapid scaling of protection,

regardless of the physical location and connection modality of the endpoint.
• Managed Security Services

o Provide monitoring, management, auditing, and response services allowing staff
to focus on business goals.




